RPS920030192US1 
U.S. Application No. 10/734,864 
2 of 7 




RPS920030192US1 
U.S. Application No. 10/734,864 
3 of 7 




RPS920030192US1 
U.S. Application No. 10/734,864 
4 of 7 



400 



Install daemon application on 
systems with available disk space 
to store backup files 



I 



401 



Receive metadata from 
installed daemons 



402 



Create master file listing systems 
used to store backup files, the 
amount of available space on 
each listed system and the 
reliability rating of each listed 
system 



Fig. 4 



403 



Install backup application on 
every system that needs to 
perform a backup 



404 



Receive request from backup 
application to download master 
file 



405 
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500 



Receive list of files that 
need to be backed up 



I 



Select two or more systems from 
master list to receive backup data 



I 



Compress and encrypt 
backup data 



I 



Transfer compress, encrypted backup 
data to daemons on selected systems 



I 



Store metadata and key locally 



I 



Transmit metadata and 
key to central system 



i 



Update master file 



I 



Transmit updated master file to 
systems with installed backup 
application 



501 



502 



503 



Fig. 5 
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506 



507 
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600 



Receive list of files to be restored 



i 



Determine which systems store 
files to be restored 
based on metadata 



Connect to one or more daemon 
applications on one or more 
systems storing the files to be 
restored 



i 



Request to retrieve the data to be 
restored from the one or more 
connected daemon applications 



Receive files to be restored 



601 



602 



603 



Fig. 6 



604 



605 



Uncompress and decrypt files to 
be restored 



606 



I 



Restore requested files 



607 
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700 



System with backup application crashes 



I 



Determine which system store files to 
restore crashed system 



I 



Connect to one or more daemon 
applications on one or more systems 
storing the files to be restored 



I 



Request to retrieve the data to be 
restored from the one or more 
connected daemon applications 



I 



Receive files to be restored 



I 



Uncompress and decrypt files to be 
restored 



701 



702 



703 



Fig. 7 
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